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	Employee Dishonesty Self Audit Checklist



INTRODUCTION

This Self Evaluation Program is prepared for use, primarily by the Board of Directors of Not-for-Profit Organizations.  The intended use is as a “tool”, whereby the Board can assess the overall control atmosphere in their organization, with the hope that this “tool” will aid them to identify areas where corrective action might strengthen areas of weaknesses.  

This tool cannot guarantee that controls designed and implemented by the Board of Directors will operate as intended, nor, does this guarantee that fraud will not occur.  The Board of Directors may choose to use this tool in conjunction with advice from their Certified Public Accountant, and their Legal Counsel.
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BOARD OF DIRECTORS

	Evaluation Question
	Comment

	1.  Does the Board of Directors contain members who are trained in Accounting, Human Relations, and Law?  
	A Board Member trained in Accounting can help ensure adequate financial and operational controls are in place.  Someone with Human Relations experience can advise on written policies and procedures and training.  A member who is trained and licensed in the Law can assist the Board in ensuring that all policies and procedures implemented by the organization are in compliance with local, state, and federal statutes.

	2.  Has the Board of Directors issued a written code of conduct for all employees?
	A written code of conduct sets guidelines as to the conduct expected of all employees. Typically there should be a yearly signoff that each employee understands the code of conduct, and has complied with the code.

	3.  If there is a written code of conduct, is it reinforced by training, communication from Executives, and an Example of Compliance set from the Top Down?
	Policies are not effective unless they are supplemented by training, and compliance by ALL employees.

	4.  Does the Entire Board vote to hire the Executive Director and Senior Financial executive(s)?
	The Board is responsible for setting the proper tone in hiring ALL senior executives.

	5.  Does the Board have input into the Budget Process, and does it approve the budget prior to the beginning of the fiscal year?
	The Budget can be used as a key control in determining unusual variances in spending and revenue.

	6.  Do members of the Board take active roles in either managing, or implementing the mission of the organization?
	Typically, the role of the Board is primary to set policy and keep Management in check. If members of the Board become active members of management, separation of duties suffers, and controls can be overridden.

	7.  Is the Board aware of any alleged fraud?
	People occasionally make careless or casual remarks about activities within the organization. While there may be no factual basis, the board must insist that Management share the knowledge of any and all such allegations, whether it initially seems unimportant or frivolous when first heard. 

These allegations must be investigated until proven false.

	8.  Is the Board aware of any related party transactions?
	Related party transactions are potentially any goods or services purchased from a party, which could be at no, or inflated cost from an individual who has decision making authority in your organization.  If at no cost, the actual value could be ‘traded’ for other favors, now, or at another time.  If at inflated cost, this is to the detriment of the organization and its mission.


HIRING AND PERSONNEL

	1.  Does The organization have a comprehensive written set of hiring and personnel policies?  Do the policies make employees aware of situations which could result in termination?
	A comprehensive written set of hiring and personnel policies is a useful tool in fair hiring practices, and keeping the best employees.  Employees MUST be made aware of those types of situations which will result in their termination.

	2.  Does the organization require that all applicants prepare a standard employment application?
	An employment application is necessary to properly evaluate applicants for positions. The application can highlight missing time periods in the applicant’s history, and those applicants who change jobs frequently.

	3.  Is a comprehensive background check performed on ALL applicants prior to making an offer?
	A comprehensive background check can identify an individual with problems, and potentially eliminate work disruptions and/or employee dishonesty.  At a minimum, background checks must be performed for those positions which deal with cash, purchasing, or responsibility for major organization assets.

	4.  Are references checked on ALL applicants?
	Reference checking can give the hiring organization an indication of the work habits of the applicant, and whether any problems occurred in previous positions.

	5.  Is each employee given a yearly performance evaluation, and are plans made for any corrective action at that time?
	Yearly reviews give organizations the tools to make good employees even better.  An annual review also helps organizations to turn around marginal employees prior to undesirable behavior occurring.

	6.  Does the organization utilize the services of volunteers filling the roles that compensated employees would normally be expected to fill?
	Volunteers are motivated differently and usually are treated differently by Non Profits, and may not be trained or disciplined the same as regular employees. These volunteers could either be the source, or result in breakdown of controls and leave open the opportunity to employee dishonesty.

	7.  Does anyone monitor the rate of turnover of either regular or volunteer employees in financially related positions?
	Employee turnover can be an indication that controls could break down. Non Profits need to monitor turnover of positions in sensitive areas, such as handling of cash.


REVENUE

	1.  Is there a Budget for Revenue which is evaluated on a monthly basis?
	An approved budget enables management and the Board of Directors to identify unusual fluctuations in revenue.

	2.  If there is a budget, is it permitted to be changed during the fiscal year?
	A moving target is hard to analyze.

	3.  Does revenue consist of both cash and checks?
	If revenue does not contain a significant portion of cash, different controls should be in place. (See Disbursements, below)

	4.  Are cash receipts supported by pre-numbered, signed receipts?
	Pre-numbered receipts, if properly accounted for, are a good control over cash receipts.

	5.  If revenue is received via a gift shop or thrift store, are cash registers used, and balanced at the end of the day?
	Balancing cash registers, and subsequent physical inventories, are necessary to prevent theft of merchandise and/or cash.

	6.  Are individuals accepting cash revenue properly trained, and are their backgrounds thoroughly checked prior to performing these duties?
	Accidental cash losses, or employee theft, can be avoided with proper training, and thorough checks of the individual(s) backgrounds prior to assigning such duties.

	7.  Are individuals who submit checks to the organization instructed only to prepare their checks made payable in the name of the organization, and not one of the Board Members, Executives, or employees?
	Revenue in the form of checks can be diverted if the check is not made payable to the organization.

	8.  Are deposits of cash and checks made on a daily basis, and is this done by someone other than the individual(s) accepting the revenue and/or the individual responsible for reconciling the bank statements to financial records?
	Separation of duties is critical in preventing diversion of organization funds.

	9.  Are deposits reconciled to the revenue accounts?
	Reconciling deposits to the revenue accounts can highlight missing cash.

	10.  Does someone analyze the revenue accounts on a monthly basis, and are unusual credit entries investigated?
	Credits in the revenue accounts, if not properly authorized and explained, can be an indication of diversion of organization funds.


PURCHASING AND DISBURSEMENTS

	1.  Are pre-numbered Purchase Orders required for expenditures in excess of an amount required by the Board?
	Purchase orders assist in preventing expenditures not authorized by the Board. Pre-numbering will allow accounting for all PO’s.

	2.  Are there approval limits which would require additional approval of a PO over a stated amount?
	Additional approval(s) allows management and the Board to prevent individuals from exceeding their authority, or dealing with an unauthorized vendor.

	3.  Is the individual generating the PO different than the individual who approves the invoice and/or verifies receipt?
	Separation of duties greatly improves control over purchasing

	4.  If there is a Petty Cash Fund, are vouchers prepared and approved prior to disbursing cash?
	Adequate documentation is required prior to disbursing any amount, especially when dealing with cash.

	5.  If there is a Petty Cash Fund, is custody given to a responsible individual and provided with adequate training?  Is the fund adequately secured when funds are not being issued?
	Custody of the Petty Cash Fund should be given to a trusted individual, and training is necessary to ensure proper handling.  When not in use, the Petty Cash Fund should be locked in a secure location, and access given only to a few trusted individuals.

	6.  When a Petty Cash Fund is reimbursed, is the fund balanced, and differences investigated and resolved?
	Prior to reimbursing the fund, any remaining cash, plus authorized voucher documentation should be balanced to the fund amount.  Any shortages, OR, overages need to be investigated and resolved.

	7.  Are Blank organization disbursement checks printed on Security paper and are the checks properly secured when not being used? Are the checks pre-numbered?
	Organization checks should be printed on Security paper by a trusted printer, and these checks MUST be properly secured when not in use to prevent unauthorized usage. Checks should be printed pre-numbered if the number sequence is not system generated.

	8.  Are only ORIGINAL invoices accepted from vendors before approval for payment?
	Paying vendors on copies of invoices can result in duplicate payments.

	9.  Do those individuals who approve invoices for payment thoroughly examine invoice support?
	A thorough examination of invoice support can identify situations where the support has been used to support other invoices, resulting in duplicate payment.  A review also may indicate that the support does not match the description on the invoice.

	10.  Are additional signatures required on checks above a certain amount?  Does the level required for additional approval agree with the Board Resolution given to the Bank?
	A “second signature” on high value checks allows the organization to ensure itself that the payment is valid.  To further protect itself, the organization should ensure that the Board approve a resolution, and make it part of its agreement with the Bank.  The lack of a valid second signature on the account could protect the organization from unauthorized payments.

	11.  Do payments made by wire transfer or ACH have strict standard approvals enforced, and require additional approvals if made in excess of a certain amount?
	Payments by wire transfer or ACH can move large amounts of organization funds in a short period of time.  The Board, and senior organization financial officers, needs to work with the bank to ensure that strict controls are in place to release such payments.

	12.  Is the bank account statement sent to a senior officer of the organization?
	A senior officer of the organization should receive the bank statement and review it prior to the bank statement being reconciled to the organization’s books.

	13.  Is the bank account reconciliation for disbursements performed by someone different than the individual(s) authorized to prepare/approve checks?
	The bank reconciliation process needs to be segregated from the individuals who prepare and/or sign checks.  This prevents one individual from hiding unauthorized transactions.

	14.  Are bank account reconciliations reviewed, approved, and all reconciling items properly explained?
	A senior officer in the organization needs to consistently review and approve each period’s bank reconciliation, and to require explanations for open reconciling items, and large adjustments.

	15.  Is Board approval required to obtain either Purchase Cards, or to setup a credit card account in the name of the organization?
	The Board needs to approve all Purchase Card programs, or, credit cards setup in the name of the organization.  

	16.  Are Purchase Card and/or Credit Card statements which are paid by the organization reviewed each billing period for unusual purchases, and have explanations provided by the card holder?
	Individuals who approve payment of monthly credit card accounts or Purchase Card accounts need to thoroughly review the content of each statement, and question items which do not further the mission of the organization


PAYROLL AND ACCOUNTING

	1.  Are employees added to the payroll list approved by appropriate members of management?
	Employees added to payroll should represent real individuals who support the organization’s mission.

	2.  Are salary and wages paid approved by appropriate management, and are approvals for increases and retro-payments in evidence?
	All payroll payments must be properly reviewed and approved.

	3.  Is there a monthly budget for payroll, and are differences between the budgeted amount and those amounts paid investigated and explained on a timely basis?
	A payroll budget is an operational and control mechanism which highlights whether the organization is operating efficiently.  A budget can also identify potential fraudulent or erroneous payments.

	4.  If payroll is calculated and paid in-house, is there a separate payroll bank account, and are checks properly secured and printed on Security paper?
	A separate payroll bank account allows management to ensure that there sufficient control over payroll payments.  Like other checks, they should be printed on Security paper, and locked up when not being used.

	5.  If payroll is calculated and paid by a Third party organization, is the bank account utilized in the name of the Non Profit organization, not the third party, and does the Third party properly secure blank checks and payroll reports?
	Management must ensure that the Third party payroll payment organization is producing your payroll checks and reports in an efficient, timely, and safe manner.  All blank checks and company reports which detail confidential employee information must be properly controlled. The Bank Account MUST be in the Non Profit Organization’s name.

	6.  Are ALL Federal, State, and Local taxes calculated and paid properly and promptly?
	Whether payroll is paid internally, or externally, payroll taxes to all governments must be properly calculated, and paid on a timely basis.

	7.  Is the individual who reconciles the payroll bank accountant independent of the individual(s) who prepare the payroll and produce the payroll checks?
	Separation of duties is essential in regards to payroll, as well as Accounts Payable.

	8.  If payroll is paid to employees by Direct Deposit ACH, are controls sufficient to prevent changes to the names and bank accounts to be credited?
	Internal and Bank controls should be sufficient to prevent changes to payee names and/or bank accounts paid.  At the minimum, if changes are allowed, a separate report should be directed to senior management for their review.

	9.  Are sufficient controls in place over who can produce and approve the production of Manual payroll checks?
	Manual payroll checks should only be produced in the most extraordinary circumstances.  The individual with custody of the Manual payroll checks should be separate from the individual who reconciles the payroll bank account.

	10.  Are deductions from employee paychecks for other than taxes reviewed, and charged to the correct accounts?
	Deductions from employee paychecks for such items as benefits, union dues, or other such items, should be reviewed on a regular basis.  It should be ensured that these deductions are charged to the correct accounts in the organization’s financial records, and payments made to 3rd parties as required on a timely basis.

	11.  If payroll checks include reimbursement for expenses, are these amounts reviewed, approved, and supported properly?
	Payments included in payroll disbursements for other than wages and salaries, must be properly reviewed and approved.  Management must devise procedures to assure itself that these payments are proper.

	12.  Are W2’s produced on a timely basis, and are any errors which are discovered investigated and explained, and the reason for the errors reported to management?
	Form W2 must be produced and delivered to employees by January 31st each year.  If any errors are reported by employees, these errors must be researched and corrected, and the reasons for the error(s) occurring must be reported to management.

	13.  Are Accounting Journal entries reviewed and approved by appropriate management, and are these entries properly supported?
	Journal entries could be utilized by individuals to hide fraudulent activity.  All entries must be reviewed and approved prior to posting, and periodically, independent review of journal entries must be made to ensure these are appropriate for the organization.

	14.  Is an annual audit performed on the organization’s financial statements, and the results reported to the Board?
	Having financial statements audited in accordance with generally accepted accounting principles and auditing standards improves the quality of the financial information.  Unless a separate, EXTENSIVE, review is performed, a standard audit is NOT designed to identify fraud.

	15.  Are the auditor’s recommendations to Management and the Board addressed on a timely basis?
	As part of an audit, CPA’s typically address incorrect accounting and other issues to management and the Board.  Management should take these recommendations seriously, as inaction could result in an audit report which concludes that the financial results do not represent fairly the results of operations.


To Learn more about the Loss Control services that are available to customers of United Agencies, Inc., please contact Mr. Dana Coates by calling 1-800-378-5554 x 205. 









IMPORTANT NOTICE - The information and suggestions presented by United Agencies, Inc. in this Technical Bulletin are for your consideration in your loss prevention efforts.  They are not intended to be complete or definitive in identifying all hazards associated with your business, preventing workplace accidents, or complying with any safety related, or other laws or regulations.  You are encouraged to alter them to fit the specific hazards of your business and to have your legal counsel review all of your plans and company policies.

United Agencies, Inc. The Small Business Insurance Center – Reprinted with permission – Philadelphia Insurance Co.
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